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Executive Summary: 

 
This report provides an overview of Business Continuity Management policy 
and processes adopted by Thames Valley Police together with the most 
recent quarterly progress report covering such issues as learning from 
business continuity incidents and exercises. 
 
 

 

 
Recommendation: 

 
The Committee is invited to review and note the report. 
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PART 1 – NON-CONFIDENTIAL 
 
1     Introduction and background   

 

1.1 Business continuity is about ensuring that, as an organisation, we are 
able to continue providing important public services in the event of some 
major disruption to our organisation. Clearly if the Force is unable to 
maintain its own services, it will not be in a position to best serve the 
public. 
 

1.2 The Civil Contingencies Act 2004 provides the statutory framework 
which places a responsibility on the police service, as “Category 1 
Responders”, to have in place effective Business Continuity 
Management (BCM) processes. Thames Valley Police (TVP) also 
follows the principles within BS25999 Business Continuity Code of 
Practice and has incorporated a number of key principles from 
“ISO22301 Societal Security – Preparedness and Continuity 
Management Systems” which was published in May 2012.  

 
1.3 Oversight of the management of Business Continuity is provided by the 

Strategic Business Continuity Co-ordinating Group, which is held bi-
annually, and chaired by the Deputy Chief Constable.  This Group 
includes senior members from Property Services, ICT, Corporate 
Communications, HQ Operations, the Force Risk and Business 
Continuity Manager and the Force Business Continuity Officer.  

 
 
1.4 Business Continuity Plans are maintained, tested and refreshed in 

respect of front line services and support functions.  These are refreshed 
in order to reflect changes in personnel, dispositions, and core business 
processes. This proactive approach is supplemented by organisational 
learning from exercises and actual incidents. 

 
1.5 This quarterly report is intended to update the Committee on the 

progress being made on Business Continuity within Thames Valley 
Police. 

 
2. Issues for Consideration 
 
2.1    On 20 September 2013 a business continuity exercise was conducted 

with Roads Policing (RP) supervisors.  The exercise included two 
separate scenarios: 

 

 A manufacturer recall of the Roads Policing Volvo V70 fleet in 
2014. 

 Actuation of an operation relating to the transporting of a dead 
VIP to London.  
 

The first scenario explored the availability of other vehicles for critical 
activities to be maintained, and the availability of resources from the 
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larger Joint Operations Unit. The move to a ‘single type’ fleet was 
explained and explored. 
 
The second scenario looked at the demands which would be placed on 
the Unit in such an event, given the public interest which would be 
evident. Issues around the number of staff and vehicle types needed, 
and the sufficiency of motorcyclists were explored.   

 
As a result of the exercise operational plans and Business Continuity 
plans were subsequently re-examined by the RP Operations Team. No 
changes were deemed necessary to the current plans. 

 
2.2 A scoping exercise was undertaken in respect of a planned postal strike 

on 4 November 2013.  The core departments which would be affected by 
such a strike are Administration of Criminal Justice (ACJ) and the Fixed 
Penalty Support Unit (FPSU).  Two elements within the correspondence 
would be considered time limited: 

 Notices of Intended Prosecution (NIPs) – which have a 14 day 
limit to reach the addressee. Some 100 NIPs are despatched 
from ACJ, and 200 from FPSU each week. 

 Summons – which typically are sent out for court dates six to 
eight weeks in the future. A similar number of summons are 
despatched each week. 

 
In respect of a one day strike, it was felt unlikely that there would be any 
real  problem in maintaining timely deliveries. In the event the planned 
strike was cancelled. 
 

2.3    Since the last report a total of 15 category A, and 1 category B have 
been documented. A summary of the key findings from this can be found 
in  Appendix A.  Many of the category A incidents relate to IT issues. 
For some the period of loss was limited but has occurred more than 
once. At a recent South East Business Continuity meeting it was 
established that many of the Business Continuity Practitioners in other 
forces do not have access to such IT information. Therefore it may look 
as though Thames Valley Police have more incidents but it is more 
accurate to assess that the reporting systems in place provide more 
information and therefore a direct comparison cannot be made with other 
forces.  

 

 Category A is when an incident has the potential to significantly impact 
on the whole of the force and its ability to perform its critical processes 

 Category B is an incident that impacts at a local or departmental level 

 Category C is an incident that is believed could have an impact. 

  
2.4   The new Strategic Business Continuity Framework and Strategy written  
         to align with ISO 22301 were submitted to the Strategic Business 

Continuity Coordinating Group (SBCCG) for comment and to the Force 
Risk Management Group (FRMG) for endorsement. It was suggested by 
FRMG these documents should be combined and rewritten to be more 
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closely aligned to the National Decision Model (NDM). The latest version 
of the framework is attached at Appendix B for information. 

 
2.5      The Force Risk and Business Continuity Manager (FR&BCM) has met 

with the Health and Safety contact to progress the Resilience Boards 
which will provide a range of information relating to Business Continuity, 
Environment and Health and Safety. A trial board will be established at 
Milton Keynes once the relevant graphics have been received from 
Hampshire Constabulary 

 
2.6 The FR&BCM has met with the Business Continuity contact for 

Hampshire Constabulary and agreed a programme on taking forward the 
writing of a Business Continuity Plan for the Joint Operations Unit (JOU) 

 
2.7 Before the next report is due some of the planned work for the Business 

Continuity Unit is – 

 Plan and conduct a business continuity exercise with Property 
Services involving all relevant stakeholders. 

 Finalise the Strategic Business Continuity Framework and 
Strategy. 

 Plan and progress the writing of a strategic business continuity 
plan for a headquarters site. Some plans exist in specific areas 
that need to be incorporated in an overall plan that is easy to use. 

        
3 Financial comments 
 

There are no financial implications arising from this report. 
 

4 Legal comments 
 

There are no legal implications arising from this report. 
 

5 Equality comments 
 

There are no equality considerations arising from this report. 
  
6 Background papers 
 

Public access to information 

Information in this form is subject to the Freedom of Information Act 2000 
(FOIA) and other legislation. Part 1 of this form will be made available on the 
website within 1 working day of approval. Any facts and advice that should not 
be automatically available on request should not be included in Part 1 but 
instead on a separate Part 2 form.  Deferment of publication is only applicable 
where release before that date would compromise the implementation of the 
decision being approved. 
 

Is the publication of this form to be deferred? Yes / No 
 

Is there a Part 2 form? Yes / No 
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Name & Role 

Officer 

Head of Unit 
Risk Management and Business Continuity Manager 

Jackie 
Orchard 

Legal Advice 
N/A 

 

Financial Advice 
Director of Finance  

Linda Waters 

Equalities and Diversity 
N/A 

 

 
OFFICER’S APPROVAL 

We have been consulted about the proposal and confirm that financial and 
legal advice have been taken into account in the preparation of this report.   
 
We are satisfied that this is an appropriate request to be submitted to the Joint 
Independent Audit Committee. 
 
 
 
Chief Executive                                             Date 
 
 
 
Chief Finance Officer                                    Date 
 

 
 
 



 



                              Summary of Business Continuity Incidents during September and October 2013                           Appendix A

V4

Month Category Incident Area Affected Length of time Impact

Airwave loss Ayesbury area 2hrs 48 mins

Failure 
happened in the 
early morning.  
Some access 
maintained from 
other aerial sites

Restart via reboot 
before event logs 

reviewed which may 
have asisted in 

investigating the 
cause.

Learning

Solution often 
involves rebooting 
the relevant server

Issues in relation to 
historical 

application 
development and 
implementation 

without full 
documenation 

being maintained. 
External contractor 

engaged to 
improve 

performance and 
stability

Space freed - server 
back in operation. 

Resolved via reboot

Monitoring of 
database capacity 

to be improved

Resolution

Loss of phones Milton Keynes 
Control Room 1 hr 10 mins

During a power failure, 
the battery back up to 
the Meridian phone 
system failed, 

Holmes not 
available in TVP 
/HC

Forcewide 1hr 23 mins

The single server in 
TVP which links to the 
HOLMES server for the 
force which is located 
in Hampshire stopped.  

Cause

Sep-13 A

1. Data base storage 
capacity had taken 
system down.  2. 
Cause not known - a 
'failover' had not 
succeeded - being 
investigated, resolved 
via staged reboot.

1hr 9 mins & 
3hrs 30 minsForcewide

NICHE custody 
system down 
twice

CHARM' Contact 
Management 
Software 
repeatedly not 
autopopulating 
with data in 
respect of the 
caller

CRED facilities 
forcewide

A range of time 
spans - from 

1hr 45 mins to 
15hrs 26 mins 
(One incident 
Forcewide - 

14hrs 31 mins)

 Software crashes, 
however in some 
instances cause is 
unclear and is being 
investigated further. 

3hrs 45 minsHQ(S)Access to LAN 
failed

BT landline fault. 

Two core switches in 
the main IT 
communications set 
were upgraded.  This 
upgrade was planned 
and executed to plan.  
However the full 
ramifications of the 
effects of the upgrade 
had not been 
appreciated, resulting 
in a range of 
applications and 
services being 
adversely affected.  

Time taken by 
CRED staff to 

take details and 
forward calls for 

attention was 
longer.  Some 
impact on call 
performance 

figures

No known 
impact on any 
TVP Incident 

rooms

Considerable 
impact to 

custody staff 
across the force.  

Slower paper 
custody handling 

processes 
initiated.

HQ B Block 
Staff lost access 

to the TVP 
computer 

networks and 
applications.  No 

operational 
impact.

No impact to 
999 and 101 

calls. Radios not 
affected. Back 

up systems used

Due to battery 
failure.  plans are 
in hand to include 
this backup in the 

emergency 
generator cover

Review events logs 
before reboot.  

Circuit rerouted N/A

Re-setting of 
switches 

An MIR identified a 
number of lessons 

to be learnt, 
including planning 

and 
communication 
regarding such 

upgrades.

Power supply 
brought back up
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Month Category Incident Area Affected Length of time Impact

Power outage 
(external) Kidlington 50 minsOct-13 A

Two incidents of 
a major loss of 
the Airwave 
system

39 to 40 sites 
in TVP - up to 

158 police 
sites in East 

Midlands

On both 
occasions 

approximately 
2hrs 20 mins

Loss of 
Command & 
Control IT system

Forcewide 30 mins 

A contractor had failed 
to properly reconnect 
systems following work 
on the force network. 
This also slowed down 
network traffic in 
general temporarily.

Operators 
reverted to 

paper systems.  
Due to fast 

resolution there 
was no 

operational 
impact

Contractor error 
identified and 

remedied.

Control and 
management of 

work by contractors 
on core systems 

under review.

Cause Resolution Learning

Back up generator 
worked

Failure of Data switch 
and then a network 
card at the Luton 
Airwave core site.  

Both incidents at 
time of high 

demand. 
Officers 

deployed via 
mobile phones.

Gold Group 
constituted - Home 

Office staff involved - 
formal complaint 
made to Airwave.  
Meeting held with 

Director of 
Information, PCC 
and COO Airwave

The Airwave 
contract is now in 
its latter stages - 

Airwave have 
made reduced 

resource levels. 
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1.0 Executive summary 

1.1 Thames Valley Police covers the areas of Berkshire, Buckinghamshire and Oxfordshire  

      and is one of the largest non metropolitan forces responsible for 22,000 square miles  

      and a population of over 2,000,000 people. Following the implementation of the Local  

      Policing Model in April 2011, the force is now split into thirteen Local Policing Areas  

      (LPA’s). These are supported by a number of operational and non operational  

      departments including collaborative arrangements with Hampshire Constabulary. As  

      with many other police forces Thames Valley Police is experiencing major budget cuts  

      which is influencing the way in which Business Continuity Management is embedded. 

 

1.2 In 2013 the UK experienced a variety of events that could impact on Business Continuity  

      Management. A few of these were Cyber Crime, snow and increasing levels of rain that  

      caused a number of areas to be repeatedly flooded. At the other end of the spectrum we  

      experienced periods of exceptionally high temperatures. Adding to this are the problems  

      of reducing budgets and an increase in population in many of the Thames Valley Police  

      areas. 

 

1.3 In 2013 Thames Valley Police experienced a number of disruptions ranging from a  

      lightning strike at a HQ facility affecting the telephones to failure of Outlook and a  

      custody block denial of access. Many of the incidents did not impact upon the whole of  

      the organisation and in most circumstances were dealt with at a local level. 

 

1.4 There has been a wide spread perception that Business Continuity is just about dealing  

      with large impact, low probability events. It is now more generally appreciated that  

      Business Continuity is more likely to be about the series of smaller incidents that can  

      interrupt business as usual. 

 

1.5 This framework is intended to provide the basis of a strategic business continuity 

management overview and clearly identify, define, document and communicate the 

roles, accountabilities and authorities that are required to deliver business continuity 
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management. In effect it could be perceived as a ‘one stop shop’ for corporate 

information on business continuity alternatively a structured strategic index.  In writing 

this framework the following have been taken into account: 

 Civil Contingencies Act 2004,  

 ISO22301:2012 Societal Security – Business Continuity Management Systems  

 BS25999 Business Continuity Management part 1 2006 Code of Practice and part 2 

Specification 2007  

 Business Continuity Institutes Good Practice Guidelines 2013  

 The National Decision Model (NDM) 

1.6 An organisation will describe its framework for supporting business continuity by way of  

     its architecture, strategy and protocols for the organisation. Therefore the most  

     appropriate aspects from all of the above have been adopted to provide Thames  

     Valley Police with the most suitable framework. 

     This is achieved by: - 

1. Documenting the reporting structure of business continuity management to the 

strategic level. 

2. Defining roles and responsibilities. 

3. Implementation of business continuity management corporately 

 

2.0 Business Continuity Management Framework 

2.1 A business continuity management framework is a set of components that provide the 

     foundations and organisational arrangements for designing, implementing, monitoring,  

     reviewing and continually improving business continuity management throughout the  

     organisation and collaborated partners 

     The Business Continuity Management cycle shows the stages of activity that an    

     organisation moves through and repeats with the overall aim of improving organisational   

     resilience.  
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     A more detailed description of following this process can be found in the BCI GPG 2013 

     This approach was also adopted in BS25999 and although still valid the later international   

     standard ISO 22301 now uses the PDCA (Plan, Do, Check, Act) model shown below 

 

Taking the above into account the framework can be found in more detail on the next page. 

This will account for the NDM shown below. (assuming Gather information is 1 and mission 

is 6) 

Implement and 

Operate (Do)

Clause 8

Interested 

Parties

Managed 

business 

continuity

PDCA model applied to BCMS processes

Continual improvement of business continuity 

management system (BCMS)

Interested 

Parties

Requirements 

for business 

continuity

Maintain and 

improve

(ACT) Clause 10

Establish

(Plan)

Clause 4,5,6,7

Monitor and Review 

(Check)

Clause 9

http://www.google.co.uk/imgres?q=bci+-+bcm+lifecycle&hl=en&biw=1024&bih=616&tbm=isch&tbnid=2Zj-qmGEkEzX-M:&imgrefurl=http://thebceye.blogspot.com/2013/03/guiding-you-through-good-business.html&docid=W92oFt7G6rnGtM&imgurl=http://1.bp.blogspot.com/-eSKInJDS9zs/UUl_XOBIYmI/AAAAAAAAAMs/L1-FUsxjEM8/s1600/Generic+Life+Cycle.jpg&w=702&h=839&ei=J-kEUpzMKPLy0gX54IDQCg&zoom=1&iact=hc&vpx=773&vpy=92&dur=3750&hovh=245&hovw=205&tx=127&ty=112&page=2&tbnh=96&tbnw=80&start=16&ndsp=20&ved=1t:429,r:24,s:0,i:160
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3.0 Mandate & Commitment 

The senior management of Thames Valley Police (TVP) have a strong and sustained 

commitment to business continuity management. This is evidenced in section 4.1. 

3.1 Framework Components 

The business continuity management framework includes objectives for business continuity 

management, plans for developing business continuity management across Thames Valley 

Police, and designs for elements such as processes and tools.  These are contained in the 

business continuity management policy and business continuity management strategy. 

 

3.2 Performance 

Force performance priorities are defined by the Police and Crime Commissioner (PCC) 

taking into account national requirements as set out in the government’s strategic policing 

requirement, community safety priorities established through consultation with strategic 

partners and communities, the Force strategic assessment and through benchmarking the 

Force’s own performance over time and compared to its peers, i.e. other similar forces. 

At force level performance delivery is managed by the Deputy Chief Constable within a 

framework which ensures: 

 Clarity over who is accountable for delivery of any target / measure  

 Timely, accurate and relevant performance and management information 

 Mechanisms for holding those responsible for delivery to account at appropriate 

periods 

 Minimum bureaucracy and maximum value added for all performance review activity 

 Although no Key Performance Indicators (KPI’s) have been established for business 

continuity management, performance is regularly monitored via the quarterly 

reporting system to the Force Risk Management Group, the Audit, Governance 

Review, Strategic Business Continuity Co-ordinating Group (SBCCG) and the 

personal performance development review (PDR) system. 

 

3.3 Stakeholders 

All internal departments; operational command units, local policing areas and collaborated 

forces as well as the Police and Crime Commissioner (PCC) are considered the key internal 

stakeholders.  

External stakeholders include partners (such as other emergency services and other public 

sector providers), suppliers, contractors and all sectors of the public.  
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4.0 Framework Design 

4.1 Plan (Establish) 

4.1.1 As an emergency response service with over 7000 employees Thames Valley Police  

        are able to deal effectively with emergencies and are clearly a 24 hour 7 day a week   

        non profit making organisation. The force is undergoing large budget reductions which  

        will all re-enforce the need to prioritise its resources to those areas identified as  

        critical. Therefore the focus will be to ensuring continuity of service for the strategic  

        critical processes that have been endorsed by ACPO – 

 Emergency response  

 Crime investigation  

 Custody management  

 Managing high risk 

        Further information on this can be found via Critical Activities plus this is approached   

        via the organisational / reporting arrangements in the Chiefs Organisational Chart. The  

        critical processes have taken account of the objectives found in the Delivery Plan A  

        summary of the  TVP Values and Objectives supports this. Thames Valley Police have    

        also adopted the latest developments in progress for the police sector regarding ethics 

        Police College Code of  Ethics - Draft (consultation finishes 29th November 2013) 

 

        More specifically the structure / reporting process for business continuity is 
 
 

 

 

                                                                                                                  

Practitioners Group 

        

 

 

 

 

 4.1.2. In many instances a disruption may be directly linked to business support     

           arrangements such as the loss of an IT system or server, but it can also be  

           impacted by pre planned resource intensive operations. It is therefore relevant to be  

Head of Change 

Management (Supt.) 

Force Risk & Business 

Continuity Manager 

Business Continuity Officer  

LPA, OCU and Department 

leads on risk management 

LPA, OCU and Department 

leads on business continuity 

Force Risk Management Group 

(part of Strategy Day, chaired by 

Chief Constable) 

Liaison with Regional Forces; 

lead for HMIC liaison for business 

continuity; South east Regional 

risk management or business 

continuity meetings 

Deputy Chief Constable 

Bi-lateral Collaboration 

Governance Structure 

Strategic Business 

Continuity Coordinating 

Group 

                     

      Practitioners Group 

http://knowzone/kz-sratdev-homepage/kz-stratdev-risk/kz-stratdev-risk-con.htm
http://hqcdms/livelink/livelink.exe?func=ll&objId=75918088&objAction=browse&sort=name&viewType=1
http://hqcdms/livelink/livelink.exe/fetch/2000/9140705/26983376/53606159/71770638/75377858/Force_Delivery_Plan_2013-14.doc?nodeid=77111121&vernum=0
http://hqcdms/livelink/livelink.exe/fetch/2000/9140705/11655566/67319900/61242856/67319904/67319996/About_the_force-aims_and_values2011_a4-CI3714-repro.pdf?nodeid=67603090&vernum=0
http://www.college.police.uk/en/docs/Draft_Code_of_Ethics.pdf
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           aware of what is planned on the  Force Events Calendar. A number of operations  

           may require the need to work in partnership with other forces or members of the Local  

           Resilience Forum (LRF). More information can be found about the LRF and  

           collaboration contribution via LRF  and Collaboration. Just as operational events can  

           impact on business continuity considerations planned strategic events in the  

           Strategic Calendar may also help or hinder the development or speed of recovery.  

 

4.1.3 Thames Valley Police have undergone some major changes in its organisational  

         structure including the disbanding of the Police Authority and the introduction of the  

         Police and Crime Commissioner  PCC  who is also a key stakeholder in the assurance   

        of an effective service for the public. These changes have also meant that Basic  

        Command Units have now been replaced by 13 Local policing Areas (LPA’s) 

        LPA Structure. This new structure has meant the LPA now have a number of shared  

        services / departments   they will rely upon which are detailed in the  

        Chiefs Organisational Chart   The business continuity unit communicate on a regular  

        basis with all the critical sectors of the organisation and since the changes to the    

        structure they now conduct all the research to be able to write all the business impact  

        analysis, plans and exercises. The different forms of communication and the  

        stakeholders involved can be seen in the communications strategy .(under revision).  

        Business continuity information, guides and updates can also be found in the 

        Business Continuity Page As part of the reporting and monitoring further information  

        can be found via FRMG   SBCCG    

 

4.1.4 The strategic aims of Thames Valley Police are to: 

 a)  Reduce the risk of sustained interruptions 

 b)  Be prepared for potential interruptions 

            c)  Keep the recovery period to a minimum   

 d)  Ensure individuals take personal responsibility for managing business continuity 

 effectively and understand the risks of not doing so 

 e)  Ensure that information is from incidents and exercises is recorded and used to  

 inform  future plans effectively. 

 f) Meet the required standards to comply with all relevant legislation, Force and 

 national policies. 

 g) Enable lawful and effective sharing of information with our partners to share 

 examples of best practice and to benchmark our progress. 

http://webmail/public/forcewide%20information/force%20events/force%20events/
http://www.thamesvalleylrf.org.uk/
http://knowzone/kz-sratdev-homepage/kz-stratdev-prod/kz-stratdev-chg-coll.htm
http://hqcdms/livelink/livelink.exe?func=ll&objId=78058091&objAction=viewheader
http://www.thamesvalley-pcc.gov.uk/Thames-Valley-PCC.aspx
http://knowzone/kz-lpa-homepage.htm
http://hqcdms/livelink/livelink.exe?func=ll&objId=75918088&objAction=browse&sort=name&viewType=1
http://knowzone/kz-sratdev-homepage/kz-stratdev-risk/kz-stratdev-risk-con.htm
http://fhqwcm003/kz-stratdev-risk-group
http://fhqwcm003/kz-stratdev-risk-con
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 h)  Monitor the Community Risk Register and communicate with other Police Forces 

 to ensure all potential resilience issues are considered 

 

 To achieve its aims, the objectives are to: 

Establish and maintain governance and responsibilities for business continuity management. 

Deliver the required cultural change across the Force by providing appropriate training and 

communications, including the embedding of business continuity management into key 

areas. 

Improve the quality of the information held on the business continuity plans by the Force to 

assist with an improved response to any business continuity interruption                                         

            The BC Strategic Implementation Plan to deliver the above will be updated / 

reviewed every six months and will take account of any major incidents, changes and 

lessons learned. 

 

4.1.5 Although the force will align with the relevant standards (ISO22301) and the Business  

        Continuity Institute Good Practice Guidelines where practical the legal requirement to  

        police forces is found in the Short Guide to CCA 2004 

 

4.1.6 The Senior Management have demonstrated a commitment to Business Continuity by  

         having in place a qualified Force Risk and Business Continuity Manager (FR&BCM)   

        and a Business Continuity Officer (BCO).  The governance structure in place for  

        developing and monitoring business continuity can be demonstrated in the submission  

        of quarterly reports to the Force Risk Management Group (FRMG). Information on this  

        can be found via FRMG T.O.R and the quarterly reports are published each quarter via  

        FRMG. The information provided to FRMG is also submitted in a modified form for  

        TVP/PCC Audit Committee which requires a quarterly and annual report.  

 

4.1.7  In addition the Strategic Business Continuity Co-ordinating Group (SBCCG) is held  

         every 6 months or more frequently if required in an emergency. The terms of reference  

         and minutes for this can be found via SBCCG T.O.R and SBCCG Minutes.  

         Commitment is demonstrated further with the arrangement to discuss relevant  

         incidents via the Daily Management Meetings DMM.  As with all Police forces a 

command structure is in place and would include a business continuity consideration 

when required. Details on this including the media response can be found at Gold / 

Strategic Co-ordinating Group and Communications Silver / Gold Advisor Roles. The 

http://hqcdms/livelink/livelink.exe/open/75918088?func=ll&objId=75918088&objAction=browse
http://hqcdms/livelink/livelink.exe/open/77033584?func=ll&objId=77033584&objAction=browse
http://hqcdms/livelink/livelink.exe?func=ll&objId=77279134&objAction=browse&sort=name&viewType=1
http://knowzone/kz-stratdev-risk-group
http://hqcdms/livelink/livelink.exe?func=ll&objId=77908197&objAction=browse&sort=name
http://fhqwcm003/kz-stratdev-risk-con.htm
http://hqcdms/livelink/livelink.exe?func=ll&objId=67371149&objAction=browse&sort=name&viewType=1
http://knowzone/kz-depts-jou-strat-gold
http://knowzone/kz-depts-jou-strat-gold
http://knowzone/kz-comm-med-emerg-sil
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FR&BCM and the BCO are also monitored on the business continuity development via 

personal development reviews. 

 

4.1.8 In the interests of governance (transparency) the latest BCM Policy is made available  

        on the force internet. This policy sets out the 

 Rationale 

 Intention 

 General principles 

 Guidance, procedures and tactics  

o Critical activities,  

o Threats to service delivery 

o Incident classification 

o Plan activation explaining the different categories,  

o Roles and responsibilities  

 Challenges and representations 

 Communications 

 Compliance and certification 

 Monitoring and reviewing 

 

4.1.9 Organisational changes have meant that the level of training has changed to one    

         where points of contact are in place to obtain information but do not require training on  

         how to write plans. This has meant training now consists of one to one training  

         sessions with individuals on where to find the plans, how to use them and what needs  

         to be considered when a disruption requires them to refer to the plan. When numbers  

         are sufficient a business continuity master class is also made available which primarily  

         focuses on attendees taking part in a number of exercise scenarios. Any lessons learnt  

         from this are pursued by the business continuity unit.  

 

4.2 Do (Implement and Operate) 

4.2.1 The business continuity plans BCP's and the ICT Service Catalogue in place 

incorporate  

         the relevant questions to provide information for a business impact analysis (BIA),   

         once the relevant questions are completed the questions are deleted. The  

           BC Strategic Implementation Plan  documents actions for future development.  

         The first section of the plans is generic and therefore apply to all areas in need of a  

         plan. This contains reference to critical activities, roles and responsibilities, activation,  

http://hqcdms/livelink/livelink.exe/open/77033584
http://hqcdms/livelink/livelink.exe?func=ll&objId=36300461&objAction=browse&sort=name
http://hqcdms/livelink/livelink.exe?func=ll&objId=77487067&objAction=viewheader
http://hqcdms/livelink/livelink.exe/open/75918088?func=ll&objId=75918088&objAction=browse
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         communications, decision model, risk assessment, contact with staff and insurance.  

         The appendix of the plan will cover information on people, premises, ICT/  

Communications, suppliers and stakeholders. The first appendix contains the identified 

risks including potential single points of failure. If these risks are deemed to be high 

they are escalated to the local or strategic risk register using Managing Risk.as a 

guide.  All these documents have version control and can be made available for 

viewing or editing purposes, which is controlled by the business continuity unit. 

 

4.2.2 Other areas that business continuity will take into account are           

         Major Emergency  Criteria and Operations Contingency Planning as well as how  

         standard procedures and arrangements required by law support the business  

         continuity planning. As an example this would include arrangements around fire risk  

         assessment and evacuation arrangements.  

 

4.2.3 Even though the majority of plans are exercised by the business continuity unit a guide  

         has been written and can be found via BC Exercising It has been agreed that when a  

         business continuity disruption is experienced then 

 lessons learnt have been documented, 

 acted upon  

 where relevant this will be incorporated into a revised plan  

 this will count as an exercise.  

         The business continuity unit utilise a programme approach to monitor all stages of  

         business continuity management.  

 

4.2.4 Two of the most critical areas that have the potential to impact upon the force are ICT 

         and Property Services. Therefore a protocol has been established with Property  

        Services to ensure the business continuity unit are kept informed of planned or  

        unplanned interruptions. ICT helpdesk includes the business continuity unit in its email  

        updates throughout the day. In addition to this a detailed analysis of each major  

        disruption is produced in the format of a Major Incident Review (MIR) produced by ICT.  

        Scheduled ICT work can be viewed in Public Folders via Force wide information –    

        Forward Schedule 

 

4.2.5 To assist with ‘informing and warning’ a number of other documents have been  

         developed and utilised  

 Snow Clearance Priority  and the  

 Emergency Generator Management this is in addition to  

http://fhqwcm003/kz-stratdev-risk-man
http://knowzone/kz-comm-med-emerg-what
http://knowzone/kz-oper-strat-con
http://fhqwcm003/kz-stratdev-risk-ex
http://hqcdms/livelink/livelink.exe?func=ll&objId=77033584&objAction=browse&sort=name
http://hqcdms/livelink/livelink.exe?func=ll&objId=77033584&objAction=browse&sort=name
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 Flu Pandemic Strategy and 

 Critical Systems Statement of Service from ICT. 

 

4.3 Check (Monitor and Review) 

4.3.1 Much of the monitoring is initially completed by the business continuity unit who submit  

         reports on findings to the FRMG, FRMG T.O.R PCC/TVP committee meetings  

         Joint Audit Committee Operating Principles on a quarterly basis and provide brief  

         updates to the SBCCG every 6 months or sooner if required.  

 

4.3.2 Audits are conducted on a regular basis and the terms of reference for these can been  

         found via Audit T.O.R These are discussed at the senior management level and  

         become part of the business continuity units programme and contribute to the activities  

         tab. All relevant issues on business continuity are reported to FRMG, the PCC /TVP  

         audit governance group and discussed at the SBCCG. In addition to this a small  

         group has been formed that meets once every 2 months Practitioners Group T.O.R 

 

4.3.3 A benchmarking tool is in the early stages of development. This is being taken forward  

        as part of the work in progress at the national business continuity meetings. The south    

        east group report to this group and as at November 2013 have actions to take forward  

        such as the development of an e learning package 

 

4.4 Act (Maintain and Improve) 

4.4.1 Thames Valley Police are able to take advantage of shared experiences by ensuring a   

         member of the business continuity unit attends the South East Business Continuity  

         Group meetings that are generally held every quarter. This provides the opportunity for  

         sharing lessons learnt and development of new ideas. SE BC T.O.R. This group  

         reports into a national group chaired by an ACPO representative. 

 

4.4.2 The FR&BCM is a full member of the Business Continuity Institute (BCI) and is only  

         able to retain this through a system of continued professional development. The BCI  

         hold an annual conference and at least one day is attended by either the FR&BCM or  

         the BCO to ensure the latest developments are understood. The FR&BCM also  

         attends the Alarm (public sector non profit organisation for risk managers) conference  

         each year where business continuity is also covered. The networking opportunities  

         gained from this enables development of new ideas to be  pursued. Other networking       

http://knowzone/kz-sratdev-homepage/kz-stratdev-risk/kz-stratdev-risk-con.htm
http://hqcdms/livelink/livelink.exe?func=ll&objId=77033584&objAction=browse&sort=name
http://hqcdms/livelink/livelink.exe?func=ll&objId=77279134&objAction=browse&sort=name&viewType=1
http://hqcdms/livelink/livelink.exe?func=ll&objId=75923189&objAction=browse&sort=name&viewType=1
http://hqcdms/livelink/livelink.exe?func=ll&objId=75923189&objAction=browse&sort=name&viewType=1
http://hqcdms/livelink/livelink.exe?func=ll&objId=77908197&objAction=browse&sort=name
http://hqcdms/livelink/livelink.exe?func=ll&objId=77908197&objAction=browse&sort=name
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         opportunities for sharing good practice and learning from lessons can be found by  

         attending the South East Business Continuity meetings held every three months and  

         various Local Resilience Forum meetings when appropriate. 


	BC Appendix A.pdf
	Sheet1


